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Executive Summary

This white paper compares the Biden and Trump administrations’ contrasting
approaches to regulating the global export of artificial intelligence (Al) technologies—
and outlines what this shift means for Malaysia.

Biden’s Al Diffusion Framework, introduced in January 2025, relied on a strict, tiered
system that placed Malaysia in Tier 2. While not treated as an adversary, Malaysia
faced significant constraints, including GPU caps, cloud service limitations, and
restrictions on access to advanced Al models. These barriers risk stalling the
country's emergence as a regional Al and data center hub, particularly in Johor and
Cyberjaya.

By contrast, the Trump administration’s May 2025 repeal of the Diffusion Rule marked
a decisive policy pivot. It replaced rigid tiers with a flexible, bilateral model,
positioning Al chip access as a tool of diplomatic engagement. Under this framework,
countries like Malaysia can negotiate enhanced access to U.S. Al technologies in
exchange for robust compliance and alignment with U.S. national security
safeguards.

For Malaysia, this shift arrives at a critical time. With over 1,500 MW of data center
capacity planned or under construction—surpassing Singapore’s current installed
base—Malaysia is fast becoming a strategic digital infrastructure hub in Southeast
Asia. If it can demonstrate reliability and enforce BIS-aligned safeguards, Malaysia
has the opportunity to move from a constrained Tier 2 player to a trusted, full-access
technology partner in the U.S.-led Al ecosystem [59].


https://theedgemalaysia.com/node/755171#:~:text=good%20news%2C%20said,next%20five%20years.
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Comparison of the Two Frameworks

Biden’s Al Diffusion Framework: Structure and Policies

Three-Tier System

The Biden administration’s Al Diffusion Framework introduced a complex three-tiered
system dividing countries into groups with different export permissions as described
in the table below [16].

Tier |Countries Access Level Why It Matters
) Full access to U.S. Al chips Trusted defence & tech
U.S. & key allies )
. Must keep 275% of compute in ||partners. Strong
Tier 1 |(e.g. Japan, UK, ) ) ) )
Tier 1 (max 7% in any Tier 2 safeguards. Low risk of
Korea, EU core) ] )
country) diversion.

Strategic middle ground.
These countries are

considered partners but
Capped at ~50,000 GPUs (2025— ||not fully trusted. Strong

Most countries . . .
27). Value may increase subject |[compliance,

Tier 2 ||(e.g. Malaysia,

. to compliance, usage, and end- |transparency, and
Brazil, UAE)

user verification. alignment with U.S.
safeguards may lead to
expanded access over
time.

High risk of misuse. Seen
Embargoed states .
. ] ] ] as adversaries or tech
Tier 3 ||(e.g. China, Russia, || Complete ban on Al chip exports
threats. No access
Iran) )
permitted.

Quantitative Caps and Controls

The Diffusion rule set detailed limits on chip exports for Tier 2 countries. These caps
were designed to prevent Tier 2 nations from developing Al data centers approaching


https://areagroup.my/understanding-and-navigating-the-ai-diffusion-framework-implications-and-opportunities-for-malaysia/
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the scale of U.S. or Tier 1 capabilities. By design, this framework sought to keep the
largest Al systems and model training capacity within the U.S. and its closest allies

Cloud and Al Model Restrictions

Apart from limiting chip exports, Biden’s policy also introduced new rules on Al
software and cloud services. For the first time, the U.S. required companies to get
special approval before sharing Tier 1 level Al systems with other countries,
especially those trained using huge amounts (10726 computational operations [1]) of
computing power (though no current model had reached that level yet).

The rules also said that only cloud companies based in the U.S. or close allies could
offer certain advanced Al services overseas. Even then, these companies had to keep
most of their Al computing power within the U.S. or trusted countries, and only a
small portion (no more than 7%) could be used in countries like Malaysia.

Overall, the goal of Biden’s framework was to tightly control the full Al supply chain —
from the hardware (chips) to the services (cloud) to the software (Al models) — and
stop it from spreading too widely without oversight.

Policy Aims
This elaborate framework was a compromise balancing three goals:

1. National security control of critical Al technologies,

2. Promotion of U.S. exports and industry competitiveness, and

3. Geopolitical leverage over “swing states” (nations in Tier 2) via chip access
incentives [2].

By allowing most routine Al trade but restricting the highest-end capabilities to the
U.S. and an inner circle, the Biden team sought to preserve U.S. Al dominance while
avoiding a complete choke-off of overseas markets.


https://www.steptoe.com/en/news-publications/stepwise-risk-outlook/the-diffusion-rule-is-retired-but-ai-remains-in-geopolitical-crosshairs.html#:~:text=In%20addition%20to%20these%20chip,model%20weights
https://carnegieendowment.org/research/2025/05/ai-diffusion-rule-repeal-trump?lang=en
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Criticisms of Biden’s Al Diffusion Framework

Numerous industry leaders, allies, and analysts raised concerns about the Biden-era
Al Diffusion rule, including:

Criticism Area Description

The rule was seen as overly broad and “one-size-fits-all.”
NVIDIA called it “unprecedented and misguided,”’[3]while
Overreach and Oracle dubbed it the “Mother of All Regulations.”[4] It
Regulatory Burden |attempted to regulate almost all cloud computing globally
without public input, leading critics to label it extreme
overreach [5].

The three-tier structure was highly complex, requiring
detailed tracking of chip use, cloud deployment, and Al

Complexity and . .
. models across countries. Even supporters acknowledged it
Implementation .
was “lengthy” and technocratic [6]. Industry noted the rules
Challenges

were rushed out without consultation, making enforcement
difficult and compliance costly [4].

NVIDIA said it would derail global growth, while Oracle
projected up to an 80% drop in market access [7]. AMD
cautioned that other technologies might fill the void,
weakening U.S. leadership and R&D [8].

Impact on U.S. Chip
makers and Tech
Industry

Allies like Poland and Israel felt downgraded by being placed
in Tier 2, causing diplomatic tension[9]. The U.S. acted
unilaterally, while allies lacked similar legal tools, creating

Allied Backlash and

Limited Alignment . . .
fragmentation. Some countries were pushed toward Chinese

alternatives, undercutting the goal of isolating China.[10]

Enforcement and Critics doubted the rules could truly prevent Al tech from

Efficacy Concerns reaching China. Chinese firms had workarounds (e.g., third-

party routes, subsidiaries), and the cloud and Al model



https://blogs.nvidia.com/blog/ai-policy/#:~:text=That%20global%20progress%20is%20now,innovation%20and%20economic%20growth%20worldwide
https://blogs.nvidia.com/blog/ai-policy/#:~:text=In%20its%20last%20days%20in,won%20technological%20advantage
https://www.globaltimes.cn/page/202501/1326815.shtml#:~:text=On%20January%205%2C%20Ken%20Glueck%2C,of%20our%20partners%20and%20allies
https://carnegieendowment.org/research/2025/05/ai-diffusion-rule-repeal-trump?lang=en
https://blogs.nvidia.com/blog/ai-policy/#:~:text=In%20its%20last%20days%20in,won%20technological%20advantage
https://www.oracle.com/news/announcement/blog/export-control-diffusion-confusion-2025-01-05/#:~:text=BIS%20could%20have%20fashioned%20a,i
https://www.techtarget.com/searchenterpriseai/news/366623629/Trump-targets-AI-diffusion-rule-as-big-tech-talks-AI-race#:~:text=,that%20will%20come%20into%20play
https://www.steptoe.com/en/news-publications/stepwise-risk-outlook/the-diffusion-rule-is-retired-but-ai-remains-in-geopolitical-crosshairs.html#:~:text=like%20China%20and%20undermining%20US,of%20compute%20power%20to%20meet
https://www.reuters.com/world/china/trump-officials-eye-changes-bidens-ai-chip-export-rule-sources-say-2025-04-29/#:~:text=Industry%20has%20argued%20that%20by,the%20rule%20to%20be%20withdrawn
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Criticism Area Description

controls were seen as symbolic[11]. Global enforcement was
deemed nearly impossible, risking policy ineffectiveness.

Trump’s Proposed Al Export Control Policy: Structure and Approach

Rescission of the Diffusion Rule

In May 2025, the Trump administration moved to rescind the Biden Al Diffusion
Framework before it took effect [12]. The Commerce Department announced it would
halt enforcement of the rule and develop a replacement that is “much simpler” and
less burdensome[13]. Under Secretary of Commerce Jeffery Kessler criticized the
Biden rule as “ill-conceived and counterproductive,” pledging a “bold, inclusive
strategy” to share American Al tech with trusted countries while keeping it from
adversaries [14].

Elimination of Tiered Categories

One anticipated change is doing away with the rigid three-tier system. Trump officials
have signaled they may discard the tiered approach entirely, removing the formal
division of countries into Tier 1/2/3. Instead of classifying most of the world into fixed
buckets with quantitative limits, the new strategy relies on case-by-case export
licensing and bilateral agreements. Commerce Secretary Wilbur Ross (a Trump
advisor) noted “voices pushing for elimination of the tiers” in favor of government-to-
government arrangements [15]. In effect, U.S. Al chips would become a negotiable
asset in trade talks, rather than subject to a blanket global rule.

Bilateral Agreements and Licensing

Trump’s framework emphasizes forging bespoke deals with individual nations. Access
to American-designed Al chips could be granted or expanded via government-to-
government agreements, aligning with President Trump’s transactional trade style.
For example, during a 2025 Middle East visit, Trump was expected to announce large
Al chip supply deals with UAE’s G42 and Saudi Arabia’s Humai companies — deals
that Biden’s rule would have barred outright [1] [9]. These agreements often come
with conditions (as seen in 2024 when the Biden administration itself negotiated a
chip deal with G42 on the condition it improve security and cut ties with Chinese tech
8


https://www.steptoe.com/en/news-publications/stepwise-risk-outlook/the-diffusion-rule-is-retired-but-ai-remains-in-geopolitical-crosshairs.html#:~:text=Despite%20market%20jubilation%20over%20scrapping,exact%20estimate%20of%20diverted%20chips
https://www.bis.gov/press-release/department-commerce-rescinds-biden-era-artificial-intelligence-diffusion-rule-strengthens-chip-related
https://www.steptoe.com/en/news-publications/stepwise-risk-outlook/the-diffusion-rule-is-retired-but-ai-remains-in-geopolitical-crosshairs.html#:~:text=The%20Trump%20administration%20has%20stated,officials%20suggested%20either%20implementing%20stronger
https://www.bis.gov/press-release/department-commerce-rescinds-biden-era-artificial-intelligence-diffusion-rule-strengthens-chip-related
https://www.reuters.com/world/china/trump-officials-eye-changes-bidens-ai-chip-export-rule-sources-say-2025-04-29/#:~:text=government
https://www.steptoe.com/en/news-publications/stepwise-risk-outlook/the-diffusion-rule-is-retired-but-ai-remains-in-geopolitical-crosshairs.html#:~:text=In%20addition%20to%20these%20chip,model%20weights
https://www.steptoe.com/en/news-publications/stepwise-risk-outlook/the-diffusion-rule-is-retired-but-ai-remains-in-geopolitical-crosshairs.html#:~:text=like%20China%20and%20undermining%20US,of%20compute%20power%20to%20meet
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firms [1] [9]). Overall, case-by-case licensing would replace automatic caps:
exporters would apply for licenses to sell advanced Al hardware or share Al models to
various countries, with U.S. agencies approving deals that align with national
interests. This approach ostensibly offers greater flexibility — rewarding partners who
meet security conditions and denying exports where risks are too high, rather than
imposing one-size-fits-all quotas.

Continued Focus on Adversaries

Notably, rescinding the Diffusion rule does not imply loosening controls on China or
other adversaries. In fact, the Trump Commerce Department simultaneously

tightened certain China-focused measures — for instance, imposing new license

requirements on NVIDIA’s H20 Al chip, which had been designed to skirt earlier export

bans [13] [17]. Additional guidance was issued warning of risks of Chinese chips (e.g.
Huawei Ascend) and advising U.S. firms on preventing diversion of U.S. chips to

China[12].Thus, Trump’s strategy continues to block cutting-edge Al hardware to
China and other hostile actors, but through targeted enforcement and diplomacy

rather than a broad global framework. The guiding philosophy is to share U.S. Al

technology with a broad coalition of trusted nations (“inclusive strategy”) and isolate

adversaries[14], rather than isolating large swathes of neutral countries.

Policy Element

Description

Rescission of
the Diffusion
Rule

In May 2025, the Trump administration formally rescinded the
Biden-era Al Diffusion Framework before it was implemented. The
Commerce Department committed to creating a simpler, less
burdensome replacement. Officials criticized the original rule as
“ill-conceived” and pledged a more inclusive approach to sharing
U.S. Al technology with trusted partners.

Elimination of
Tiered
Categories

Trump’s approach aims to remove the rigid three-tier classification
(Tier 1/2/3) used under Biden’s framework. Instead of categorizing
countries by fixed rules and chip caps, the new policy focuses on
case-by-case decisions and government-to-government
agreements, making Al chip access atool in trade negotiations.



https://www.steptoe.com/en/news-publications/stepwise-risk-outlook/the-diffusion-rule-is-retired-but-ai-remains-in-geopolitical-crosshairs.html#:~:text=In%20addition%20to%20these%20chip,model%20weights
https://www.steptoe.com/en/news-publications/stepwise-risk-outlook/the-diffusion-rule-is-retired-but-ai-remains-in-geopolitical-crosshairs.html#:~:text=like%20China%20and%20undermining%20US,of%20compute%20power%20to%20meet
https://www.steptoe.com/en/news-publications/stepwise-risk-outlook/the-diffusion-rule-is-retired-but-ai-remains-in-geopolitical-crosshairs.html#:~:text=The%20Trump%20administration%20has%20stated,officials%20suggested%20either%20implementing%20stronger
https://www.steptoe.com/en/news-publications/stepwise-risk-outlook/the-diffusion-rule-is-retired-but-ai-remains-in-geopolitical-crosshairs.html#:~:text=what%20a%20replacement%20will%20look,to%20improve%20oversight%20of%20more
https://www.bis.gov/press-release/department-commerce-rescinds-biden-era-artificial-intelligence-diffusion-rule-strengthens-chip-related
https://www.bis.gov/press-release/department-commerce-rescinds-biden-era-artificial-intelligence-diffusion-rule-strengthens-chip-related
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Policy Element

Description

Bilateral
Agreements
and Licensing

Under the new strategy, Al chip exports will be governed by
individual agreements between the U.S. and each partner country.
These agreements may include conditions related to security and
technology alignment. For instance, Trump planned chip deals
with UAE and Saudi Arabia—deals blocked under the previous
rule. Exporters will now need to apply for licenses based on
national interest and security alignment [13] [17].

Continued
Focus on
Adversaries

Despite a more flexible framework for partners, Trump’s
administration maintains strict controls on adversaries such as
China. New license requirements were added for chips like
NVIDIA’s H20 [13] [17], and U.S. firms were warned against
allowing tech diversion to Chinese firms like Huawei. The U.S.
continues to block Al exports to hostile states while expanding
access for aligned nations through diplomacy.

10


https://www.steptoe.com/en/news-publications/stepwise-risk-outlook/the-diffusion-rule-is-retired-but-ai-remains-in-geopolitical-crosshairs.html#:~:text=The%20Trump%20administration%20has%20stated,officials%20suggested%20either%20implementing%20stronger
https://www.steptoe.com/en/news-publications/stepwise-risk-outlook/the-diffusion-rule-is-retired-but-ai-remains-in-geopolitical-crosshairs.html#:~:text=what%20a%20replacement%20will%20look,to%20improve%20oversight%20of%20more
https://www.steptoe.com/en/news-publications/stepwise-risk-outlook/the-diffusion-rule-is-retired-but-ai-remains-in-geopolitical-crosshairs.html#:~:text=The%20Trump%20administration%20has%20stated,officials%20suggested%20either%20implementing%20stronger
https://www.steptoe.com/en/news-publications/stepwise-risk-outlook/the-diffusion-rule-is-retired-but-ai-remains-in-geopolitical-crosshairs.html#:~:text=what%20a%20replacement%20will%20look,to%20improve%20oversight%20of%20more
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New Guidance from the Bureau of Industry and Security (BIS)

In May 2025, the U.S. Bureau of Industry and Security (BIS) released updated
guidance to help prevent the illegal diversion of advanced computing integrated
circuits (ICs), particularly those used to train Al models. The guidance underscores
the national security risks posed by such chips falling into the hands of adversaries,
especially entities in China or Macau, who may exploit them for military-intelligence
or weapons development.[59].

The BIS framework outlines:

¢ Red Flags: 11 red flags Behavioural and transactional signs of diversion risk
(e.g., unknown end users, suspicious addresses, unusual purchasing
patterns).

o« Due Diligence Actions: Exporters must verify end-user legitimacy, secure
end-use certifications, and assess data center infrastructure to prevent
unauthorized Al model training.

e« Catch-All Controls: Even without specific license triggers, exporters are liable
if they knowingly support restricted end uses or end users.

e Best Practices: Companies are encouraged to collect thorough customer
details, usage intentions, and compliance attestations, including for
Infrastructure-as-a-Service (laaS) providers.

To summarize, the U.S. is insisting that exporters not proceed with transactions when
they have knowledge that items may be diverted or misused, and that violations—
intentional or due to lack of diligence—may lead to enforcement actions or inclusion
on the U.S. Entity List.

Exporter Type Description Examples

Sell advanced GPUs and
U.S. Al Chipmakers|accelerators for Al training and NVIDIA, AMD, Intel
inference

11
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Exporter Type Description Examples

Cloud Offer cloud-based Al computing ||/Amazon Web Services,
Infrastructure and Infrastructure-as-a-Service Microsoft Azure, Google
Providers (laaS) Cloud, Oracle Cloud

Al Software Export frontier model weights or Al {|OpenAl, Anthropic, Cohere
Providers development tools (via U.S. platforms)

System Integrators
& VARs

Integrate and deliver hardware or
Al systems built with U.S.
components to foreign buyers

Al-focused tech
contractors working across
Southeast Asia

U.S.-based
Hardware
Distributors

Resell and ship high-performance
GPUs and Al systems to foreign
clients

Arrow Electronics, Avnet,
Supermicro (with global
clients)

12
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Biden vs. Trump Al Export Control Policies with BIS Industry Guidance (May 2025)[59]

Category

Biden's Al Diffusion Framework

Trump's Proposed Bilateral Approach

BIS Guidance Integration

Policy Structure

Global, rule-based 3-tier framework
categorizing countries and capping chip
exports.

Country-specific, bilateral deal model
with flexible licensing per trusted partner.

BIS reinforces strict export control
vigilance regardless of tier — stresses
"knowledge-based" enforcement.

Al Chip Export
Controls

Quantitative chip caps for Tier 2 nations
(e.g., max 50,000 GPUs by 2027) and
licensing for model exports.

Caps replaced by export licenses
negotiated case-by-case basis,
potentially lifting limits for compliant
nations.

BIS outlines catch-all controls for training
Al models, especially when used for
military/WMD purposes in countries like
China.

Cloud & Al Model
Restrictions

First-time software controls: restricted
exports of high-end Al model weights
and cloud deployments.

Expected removal or softening of these
restrictions; focus on physical hardware
and bilateral safeguards.

BIS notes that infrastructure (e.g., data
centers) must provide power and space for
Al chips—monitoring end-use is critical.

Enforcement &
Compliance

Complex monitoring burden on
exporters with strict caps and
geographic distribution rules.

Simpler but requires more trust; depends
on partner country enforcement and U.S.
oversight.

BIS flags diversion tactics like fake offices,
unusual laaS customers, and delivery to
mailbox addresses as red flags.
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Category

Biden's Al Diffusion Framework

Trump's Proposed Bilateral Approach

BIS Guidance Integration

Treatment of
Allies & Partners

The tiered system caused friction by
placing key allies (e.g., India, Israel) in
Tier 2.

Seeks broader inclusion and flexibility to
offer full access to strategic partners via
bilateral commitments.

BIS advises due diligence on ownership
structure and location of end user’s HQ to
catch Chinese-linked diversion risks.

Risk of Diversion

Tried to control all fronts, but rigid rules
risked being bypassed by workaround
routes and stockpiling.

Relies more on partner nations’
assurances and “know your customer”
protocols to prevent unauthorized
use/diversion.

BIS lists 11 red flags, including unfamiliar
end users, cloud providers offering laaS to
PRC-linked firms, and vague delivery
points.

Industry Impact

Criticized for overreach and harming
U.S. tech firms’ global sales; high
compliance burden and innovation
slowdown.

Welcomed by industry as pro-business
and innovation-friendly; regulatory relief
for chipmakers and cloud services.

BIS still expects exporters to collect
attestations, perform audits, and monitor
for possible Al misuse scenarios.

Security Balance

National security through tight
restriction.

National security through diplomacy and
smart enforcement.

BIS emphasizes that unauthorized
transfers, even via third parties, can result
in civil/criminal penalties or Entity List
addition.
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How Trump’s Framework Tries to Address Global

Resistance to the Al Framework

The Trump administration’s proposed overhaul explicitly aims to remedy what it views
as the Biden framework’s flaws:

Strategic Element

Description

Simplification and

Removes Biden’s rigid tier system and sprawling rulebook in
favor of simple, guidance-based controls and case-by-case

Consultation &
Economic Priorities

Flexibility licensing. This reduces bureaucracy and avoids blanket
assumptions about countries.[13] [17]
Prioritizes innovation and market access[4]. Designed with
Industry

tech industry input. Promotes global sales of U.S. Al products
while balancing national security, directly addressing business
concerns about overregulation.[8]

Inclusive Approach
to Allies

Expands access via bilateral deals instead of limiting Tier 1
status to a few countries. Allies like India, Israel, Gulf states
can gain full access by pledging alignment with U.S.
standards, avoiding exclusion of parts of the Global
South.[20][23]

Targeted Security
Measures

Focuses on traceability and end-use protection through “know
your customer” rules and on-chip tracking [26]. Ensures Al
chips don’t reach adversaries via indirect channels. Combines
enforcement with cooperation rather than broad bans. [26]

Dynamic Leverage
in Diplomacy

Makes Al chip access a tool of statecraft [19] [21]. Uses
bilateral deals to extract commitments on data, cybersecurity,
and geopolitical alignment (e.g. 5G bans, data sharing),
positioning chips as valuable diplomatic currency.
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Potential Challenges and Risks of Trump’s Approach

While Trump’s bilateral, case-by-case strategy addresses many industry and allied
concerns, itintroduces new challenges:

Challenge Area

Risk Description

Enforcement &
Diversion Risks

Lack of standardization may lead to loopholes. Chips sold to
trusted nations might be re-exported to adversaries like China
[27]. Weak export enforcement in partner countries could
undermine the regime. [28]

Fragmentation for
Industry

Bilateral agreements create a patchwork of country-specific
rules. Firms may face complex compliance burdens
navigating multiple deal conditions, increasing costs,
especially for SMEs.[18] [29]

Diplomatic Trade-
Offs

Some allies may view bilateral deals as coercive (“pay to
play”). Could undermine multilateral tech cooperation (e.g.,
EU-wide rules), weakening long-term alliances and creating
friction in the Global South. [30]

Loopholes &
Unintended
Consequences

Countries may route purchases through partners or set up
shell firms in lenient jurisdictions [31]. Negotiation focus

may shift from strategy to quota maximization, weakening
alignment with U.S. tech values.[32]

Incentive for Tech
Independence

Fear of U.S. deal politics may drive countries like India or the
EU to invest in local Al chip industries or adopt
Chinese/alternative suppliers, accelerating global Al diffusion
away from U.S. control. [34]

Domestic Political
Risk

Policy reversals under new administrations create uncertainty
for U.S. firms and foreign partners. A deal made today could
be scrapped tomorrow, hampering long-term tech
partnerships and strategic planning.[33]
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In summary, Trump’s approach trades the Biden framework’s overbreadth for agility
and diplomacy, but it must mitigate the enforcement pitfalls of a looser regime.
Effective monitoring, partner trust, and quick responses to violations will be essential
to avoid the approach being exploited by adversaries.

Geopolitical Implications of Each Approach
U.S.-China Tech Race

Both strategies are driven by the imperative to maintain U.S. lead in Al over China.
Biden’s framework was a direct bid to “choke off” China’s access to the building
blocks of Al (advanced chips, cloud computing, cutting-edge models)[35] [36]. It
reflected a hardline stance that the U.S. must stay “a couple of years ahead” in Al,
and “We’re a couple of years ahead of China. No way are we going to let them catch
up.”[35].

The Chinese government vocally opposed this policy, calling it a “blatant violation of
international trade rules” and warning it would harm global innovation[37] [38]. Under
Trump’s revision, the end goal of denying China advanced Al tech remains - e.g.
exports of top GPUs to China are still banned, and even loophole chips like the H20
are being re-restricted[13]. However, the tactic shifts: rather than imposing U.S. rules
on everyone (which Beijing (MOFCOM) painted as U.S. “abuse of export controls”[37]
[38]), Trump’s method tries to isolate China by rallying other nations into deals. If
successful, this could box China out of key technology networks more effectively, by
ensuring allied nations willingly align with the U.S. and refrain from aiding China [17] .
On the other hand, China could exploit any cracks - if some countries decline U.S.
deals or secretly tranship chips, China may still acquire advanced hardware through
third parties. Beijing will likely attempt to court countries spurned or slower to get U.S.
deals, offering its own Al tech or investments.

Each U.S. approach thus affects the U.S.-China rivalry differently:

e Biden’s approach drew a clear line but risked alienating neutrals (potentially
pushing them toward China),

Whereas:

e Trump’s strategy aims to build global support and market ties to isolate China,
but it risks uneven commitment from partners.
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Allies and Global Partners

The Biden diffusion framework’s geopolitical message to allies was mixed. On one
hand, it privileged core allies with unfettered access, reinforcing a tight-knit tech bloc
(U.S., Europe, Japan, etc.). On the other, it demoted many partners to a lower tier,
causing diplomatic rifts. Allies like Germany, France, Japan, the UK were Tier 1 and
largely supported the aim of constraining China’s Al power.

But second-tier partners (e.g. Eastern Europe, India, Middle East) felt the U.S. didn’t
fully trust them, which carried “high diplomatic costs” in terms of goodwill [31]. There
was concern that such countries might perceive U.S. policy as trying to keep them
“permanently excluded” from cutting-edge tech [32]. Trump’s bilateral outreach is
desighed to assuage these concerns. For instance, by potentially giving India a higher
chip quota or even full access, it acknowledges India’s strategic importance and
sizable Al needs[32]. This could strengthen U.S.-India ties as a bulwark against China.

Similarly, extending deals to Israel, Poland, Gulf states, and others brings those
countries closer into a U.S.-led tech sphere, whereas Biden’s rule might have pushed
them to seek alternatives. In Europe, a more inclusive approach (e.g. treating the
entire EU as “trusted”[32]) would be welcomed after the misstep of leaving parts of
Europe out. It signals respect for Europe’s role and avoids splitting the continent’s
technology landscape. However, Europe also values predictable, rules-based trade -
some European officials might be uneasy with purely bilateral deal-making, preferring
a stable framework or even multilateral regime (e.g. via the Wassenaar Arrangement
or other export control pacts).

If Trump’s strategy evolves into mini-lateral agreements (small coalitions coordinating
controls), Europe could participate more comfortably, but if it stays transactional, the
EU may pursue its own Al regulations to maintain some autonomy. We may see
European initiatives to develop European Al cloud or chip capacity accelerate if
there’s uncertainty in U.S. policy, as a hedge.
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Relationship with “Swing States”

Many countries in Asia, Africa, and Latin America — neither U.S. treaty allies nor
adversaries — are the geopolitical swing states in Al. Biden’s approach essentially put
them in the restricted Tier 2 category, signalling that the U.S. would allow them some
technology but under tight limits and conditions. The risk was these countries might
resent the limits and be tempted by Chinese tech partnerships (for cost or political

reasons)[10] [15].

Trump’s outreach, if it offers more generous access in exchange for alignment, could
pull some of these swing states closer to Washington. For example, Saudi Arabia and
UAE have ambitious Al visions (as noted in their recent announcement of a 5GW Al
hub in Saudi Arabia [39]); giving them U.S. chips and know-how could deter them
from buying Chinese high-performance computing gear. But as noted, such deals
carry the loophole risk, especially in countries with existing ties to China. Swing
states such as Brazil, South Africa, and several Southeast Asian nations, many of
which are members or partners of BRICS, maintain significant economic and political
relationships with Beijing, which could complicate enforcement, and strategic
consistency might likewise negotiate Al cooperation agreements with the U.S.

This approach essentially extends the tech alliance network beyond the traditional
West - potentially a smart move to counter China’s efforts to engage the Global
South. The challenge is the U.S. must be willing to share advanced tech benefits more
broadly, not just hoard them, to win friends. If done carefully (with safeguards), this
could enhance U.S. influence globally and create a more united front on responsible
Al use.

Multilateral Control Regimes

Biden’s Diffusion rule was unilateral, but it anticipated allies would eventually enact
similar controls. Indeed, the U.S. has been working with the Netherlands and Japan to
restrict China’s access to semiconductor manufacturing equipment (SME) since 2023
[40]. A question is how the Trump policy interacts with formal multilateral regimes. If
the U.S. leans heavily on one-on-one deals, it might undercut momentum for broader
agreements (like updating the Wassenaar control list to include Al chips or model
weights). Some experts suggest coordinating export controls among a “small club” of
like-minded states to cover various chokepoints (chips, SME, software)[33][34] .
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Trump’s focus on bilateral trade deals could deprioritize these club approaches,
since a multilateral framework could limit the U.S.’s ability to individually leverage
chip access. Over the long term, this raises the question: is it better to have a united
front with common rules, or a flexible web of deals?

The global impact will depend on whether key tech producers like South Korea,
Taiwan, and Japan stick with the U.S. or choose their own path. So far, they’ve mostly
followed Washington’s lead—but their strong trade ties with China could complicate
things [44]. A clear, consistent U.S. policy makes it easier for them to align; if the rules
keep changing country by country, they might hedge their bets.

In short, Biden’s policy drew a clear line between democratic and authoritarian Al
camps but risked pushing some allies away. Trump’s strategy aims to build a larger
coalition by using Al tech as a bargaining chip. If managed well, it could isolate China
more effectively. Either way, controlling Al is now as much about geopolitics as itis
about technology.

Technical Export Implications for Industry Stakeholders

For U.S. Chipmakers (Semiconductor Firms)

The contrast between the policies is stark. Under Biden’s Al Diffusion rule,
chipmakers like NVIDIA, AMD, and Intel faced the prospect of significantly curtailed
markets. With most countries subject to caps or licensing delays, these companies
foresaw lost sales and reduced economies of scale.

NVIDIA, for example, publicly lambasted the Biden rule for potentially “squandering
America’s hard-won technological advantage” by choking off global sales[3] [4].

Oracle warned that Biden’s rules could cut U.S. GPU sales by as much as 80%]7],
since most cloud providers would suddenly need permission to buy top-tier chips.
That would hit revenues—and slow innovation in future chip designs. Trump’s
decision to scrap the rule was seen as a big win for chipmakers like NVIDIA[41].
Without strict caps, they can now chase growth in booming Al markets like India and
the Middle East. That said, China is still off-limits under both policies, and Trump has
even closed loopholes like banning sales of chips designed just for China, such as the
H20[13].
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So chipmakers still lose the China market, but they regain much of the rest of the
world under Trump’s approach. This likely means higher revenues and production
volumes in the near term, benefiting U.S. firms and allowing them to invest more in
cutting-edge designs.

On the downside, a bilateral system means chipmakers will need to work more
closely with U.S. regulators for export approvals—adding some extra steps, but still
better than outright bans. They’ll also need strong checks to make sure chips sold to
partners like Singapore or the UAE aren’t secretly sent to China, as any missteps
could hurt future business[42]. Still, most in the industry prefer this flexible approach.
Companies like NVIDIA welcomed the rollback of the diffusion rule[43], seeingitas a
way to keep up with booming global demand. In the end, it’s all about protecting
market share.
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For Cloud Service Providers and Al Software Firms

Biden’s rules created major challenges for U.S. cloud giants like Amazon, Microsoft,
Google, and Oracle. They would’ve needed to track where advanced Al chips were
used and limit their presence in Tier 2 countries—no more than 7% of Al compute
could be deployed in any one of them[16]. They also had to ensure sensitive Al model
data wasn’t accessed in restricted countries.[16]

These companies argued the restrictions were overkill. Most Al usage in the cloud
supports everyday business functions like CRM or fraud detection—not national
security risks. Critics said the rules could seriously hurt U.S. tech firms’ ability to
compete globally. [7] [45].

By rolling back these limits, Trump’s approach gives cloud providers more room to
expand into emerging markets. Instead of concentrating all Al capacity in the U.S. ora
few allies, they can build data centers closer to where demand is growing—like in
Southeast Asia or the Middle East. This is important as global Al computing needs are
expected to skyrocket.

Still, cloud companies will need strong safeguards to prevent misuse—such as using
geo-fencing or chip tracking to block access from sanctioned countries like China.
Overall, Trump’s policy reflects what the industry has been asking for: a more flexible,
risk-based system that doesn’t slow down global growth while still protecting
sensitive technologies [8].

For Al Developers, Researchers, and Startups

Biden’s export rules would have made itillegal to share the most advanced Al model
weights with most countries, requiring government approval for international
collaboration[45]. While no current models met the threshold, the rule signalled
future restrictions that could isolate developers in middle-tier countries. This raised
concerns that Al talent would move to Tier 1 nations to access resources, potentially
stalling global research.

Trump’s rollback of this rule changes the outlook. Under his approach, researchers
outside top-tier allies are not automatically blocked from accessing advanced
models. Instead, U.S. companies can work with trusted foreign partners case by case
[16]. This could encourage broader Al collaboration and make it easier for startups in
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countries like Brazil or Malaysia to partner with U.S. tech firms, use advanced chips,
or access cloud Al services—so long as their governments align with U.S. export
controls.

While the U.S. will still restrict sharing of the most sensitive models (especially with
China), this new flexibility helps democratize Al access and boosts U.S. influence in
shaping global Al norms. The downside: without strong safeguards, there’s a risk of
advanced Al tools ending up in the wrong hands. Biden’s camp saw strict model
controls as futureproofing against this. Trump’s team prefers a lighter touch, relying
on diplomatic agreements and industry standards instead of broad band.

In the short term, this is good news for Al developers—fewer barriers to cross-border
collaboration. In the long run, success will depend on how well the U.S. builds a
trusted global framework for secure and ethical Al deployment.

Supply Chain and Long-Term Innovation

Biden’s strict export rules could have pushed other countries to build their own Al
chips or buy from non-U.S. suppliers. Trump’s more relaxed approach eases that
pressure, making it more likely that foreign Al firms will keep buying American chips—
for now helping the U.S. maintain its tech edge. However, countries like China will still
push to become self-reliant in Al chip development due to ongoing restrictions.

Both administrations treat high-end Al technology as a strategic asset. This could
lead to more investment in things like secure chip features (e.g. on-chip tracking or
“GPU passports”) that help enforce export rules while still allowing global sales.
These tech upgrades would support both security and business.

The shift from Biden’s to Trump’s policy shows the U.S. is still trying to find the right
balance between protecting its technology and growing its industry. Trump’s reset is
seen as business-friendly, but it means the U.S. will need to rely more on diplomacy
and alliances to control where its Al tech ends up. The big test ahead is whether the
U.S. can both keep its tech from adversaries and still share it widely with trusted
partners.

Stakeholders should anticipate further adjustments. But as of now, Trump’s policy
reset is welcomed by industry and many allies as it promises to remove immediate
barriers to trade, even as itintroduces a more complex diplomatic dance to maintain
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control. The coming years will test whether a flexible, alliance-driven export control
regime can truly both “keep Al out of adversaries’ hands” and “share it with the
world”[14] - a dual mandate that lies at the heart of U.S. Al strategy.

How U.S. Al Export Policy Shapes Malaysia’s Al
Ambitions

Biden-Era Framework: Limited Al Access for Malaysia

Under President Biden’s Framework for Al Diffusion (introduced in January 2025),
Malaysia found itself in a digital grey zone—neither fully trusted nor fully
restricted[10].

In effect, Malaysia was treated as a friendly but not fully trusted partner [16], subject
to chip quantity caps and constraints on advanced Al compute. This placed Malaysia
at a disadvantage in the Al race, able to import some high-performance chips but not
at the scale enjoyed by America’s closest allies. Local tech firms and data center
developers were forced to plan within these limits, acquiring just enough GPUs to
avoid caps and delaying more ambitious Al projects.

Shift Under Trump’s Bilateral Export Policy

President Trump’s administration replaced the rigid tier system with a more flexible,
deal-by-deal approach to Al tech exports that now plans to make deals with each
country individually.

Trump’s approach allows Malaysia to negotiate chip access directly, replacing rigid
tiers with strategic agreements as long as Malaysia agrees to certain security
conditions, such as preventing technology from being diverted to China [46] [47].

Tailored deals under the new framework could offer Malaysia broader Al access, with
analysts expecting renewed investor confidence now that hardware supply concerns
are lifting [46] [48].

In short, under Trump’s framework, Malaysia could move from a one-size-fits-all Tier-
2 limit to a tailored arrangement, trading explicit support for U.S. strategic aims (and
strict compliance with export rules) for deeper access to American Al technology.
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Such a deal-making approach may even strengthen U.S.-Malaysia tech ties in the long
run, as it opens the door for direct partnerships (for example, facilitating joint R&D or
cloud initiatives) that were difficult under the previous regime.

Malaysia’s Data Center Boom: Unleashing Dormant Potential

Malaysia’s rapidly expanding data center industry highlights the significant impact of
evolving U.S. export control policies on global digital infrastructure. Johor and
Cyberjaya have emerged as the country’s leading tech hubs, drawing substantial
foreign direct investment from global cloud and Al leaders. Johor, in particular, saw its
data center capacity surge from just 10 MW in 2020 to over 1,500 MW by 2024, with
more than MYR 16 billion (~USD 3.7 billion) in upcoming projects [49][48] [50]. Major
players like Amazon Web Services, Google, Oracle, and Microsoft have all committed
to building cloud infrastructure in Malaysia [49].

However, under the Biden administration’s Al Diffusion Rule, the country’s potential
was hamstrung by a hard cap on high-end GPU imports. These limitations meant that
even the most advanced facilities were unable to fully deploy Al workloads, as their
hardware procurement was capped. As a result, only a small portion of these
facilities could be used for cutting-edge Al computing—limiting both operational
efficiency and investment returns [51].

The Trump administration’s recent rollback of these restrictions has opened the door
for Malaysia to realize the full potential of its data center infrastructure. By moving
from arigid tier-based system to a case-by-case bilateral approach, countries like
Malaysia can now negotiate for deeper access to advanced chips in exchange for
compliance with U.S. security expectations. Analysts have called the shift a major
relief for the local industry, predicting continued momentum in hotspots like Johor
and Cyberjaya[48] [50].

With the caps lifted, major projects like:

e YTL Power’s 500 MW Green Data Center Park, which includes a RM 20 billion
(~USD 4.3B) partnership with Nvidia, [54]

e AirTrunk’s Al-ready campuses totaling 420 MW, [55]

¢ andTM’s sovereign GPU-as-a-Service platforms in Cyberjaya and Johor
are now free to scale at full potential.[56]
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Importantly, new locations are emerging, such as Port Dickson’s Springhill Industrial
Park, where Google’s entry marks a strategic shift beyond traditional tech hubs[58].

Avoiding Saturation: Time to Diversify Malaysia’s Al Geography

With Johor and Cyberjaya approaching saturation and experiencing mounting strain
on water, power, and land availability, Malaysia must diversify its Al infrastructure
footprint. Northern regions, which have long remained underdeveloped due to
uncertainty over GPU availability and slow grid upgrades, must now be prioritized.
Waiting for a "white knight" investor to solve the infrastructure bottlenecks is no
longer viable—the role of white knight must now be assumed by the government.

By proactively investing in basic infrastructure—power substations, high-voltage
transmission, water supply, and fiber networks—the government can create shovel-
ready Al zones in underutilized areas like Kedah, Perak, or northern Penang. This will
not only spread economic gains more equitably across the country but also reduce
dependence on already-stressed urban tech zones.

In short, the removal of Al chip caps has eliminated a major bottleneck for Malaysia.
Data center operators now have the freedom to source high-performance hardware,
allowing them to attract more cloud regions, Al tenants, and global innovation
partnerships. With the right policy alignment and infrastructure readiness, Malaysia
can unlock a broader national strategy, transforming from a cluster of regional hubs
into a cohesive, strategically distributed Al cloud ecosystem.

Malaysian Perspectives: Alignment and Opportunity

Malaysian officials and industry players recognize that with greater access comes
greater responsibility. There is a clear understanding in Kuala Lumpur that to fully
benefit from a bilateral export deal, Malaysia must uphold U.S. trust. Under Biden’s
multilateral framework, Malaysia faced a somewhat paradoxical position: recognized
as a growing Al player yet constrained by rules born of broader geopolitical distrust.
The Tier-2 limits threatened to cap Malaysia’s Al ambitions just as the country’s data
center industry was taking off.

Under Trump’s bilateral approach, there is new hope that Malaysia can gain first-class
access by proving its trustworthiness and courting U.S. partnerships. The 732 MW
(and growing) of planned Malaysian data centres could be fully realized with cutting-
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edge American silicon, rather than lying fallow or turning to lesser alternatives.
Malaysian officials appear ready to seize this opportunity, doubling down on
compliance and collaboration to secure the nation’s place in U.S.-led Al supply
chains. As a professional observer might conclude: If Malaysia can align its tech
ecosystem with U.S. strategic interests, it stands to reap enormous benefits,
transforming from a capped Tier-2 player into a critical regional hub for Al
development, bolstered by the unfettered flow of U.S. chips and expertise[48].

New opportunities come with high compliance expectations

Following the May 2025 industry guidance issued by the U.S. Bureau of Industry and
Security (BIS), Malaysia, like other Tier 2 nations seeking enhanced access, must now
adopt a more vigilant and structured compliance approach. While the shift to
bilateral export deals presents new opportunities, it also comes with clearly defined

responsibilities [59]:

Area

What Malaysia Needs to Watch For

Diversion Prevention

Malaysia must ensure that U.S.-origin Al chips and
software are not re-exported or rerouted to embargoed
destinations like China or Macau. This includes tightening
monitoring of supply chains and end-users.

Cloud and Data Center
Oversight

Al-capable data centers—especially those offering GPU-
as-a-Service or laaS—must implement customer
screening, end-use declarations, and technical safeguards
to block unauthorized users.

Due Diligence & KYC

Malaysian vendors and data center operators should follow
U.S.-aligned Know Your Customer (KYC) practices. This
includes verifying client identities, usage cases, and
collecting compliance attestations.

Export Documentation
& End-Use
Certification

Firms may be required to secure written assurances that Al
hardware and services will not be used for military or
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Area What Malaysia Needs to Watch For

surveillance applications—or transferred to blacklisted
entities.

Malaysia risks jeopardizing its access if violations occur—
Legal and Diplomatic |whetherthrough negligence orinsufficient regulation.
Exposure Firms involved in diversion may face U.S. enforcement or
blacklisting.

To stay in good standing, Malaysia should consider

. enhancing local laws and export control frameworks that
Regulatory Alighment . . .
mirror BIS requirements, particularly for Al and cloud

service sectors.

Example in practice

Even if the final transaction happens within Malaysia, U.S. BIS considers the origin
and control of the technology. So, if Malaysian data center operators import U.S.-
origin chips, lease U.S. cloud platforms, or collaborate on Al R&D with U.S. firms, they
are indirectly involved in an export-controlled transaction—and the original U.S.
exporter must ensure the entire supply chain is compliant.

This is why Malaysian data center operators, cloud providers, and enterprise buyers
must:

e Provide accurate end-use declarations
e Avoid resale or re-export without approval
¢ Ensure no Chinese or embargoed entities gain access

Bottom Line

To fully unlock access to U.S. Al technologies, Malaysia must not only align
strategically but also demonstrate rigorous compliance with U.S. export expectations.
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Conclusion: From Compliance to Strategic Advantage

The evolving U.S. Al export control landscape presents Malaysia with both a challenge
and a strategic opening. Under Biden’s Al Diffusion Framework, Tier 2 classification
imposed real limitations—slowing access to advanced hardware just as Malaysia’s Al
ambitions were taking off.

Trump’s rescission of that framework, paired with a shift to bilateral engagement,
unlocks new potential—but only for nations willing to demonstrate reliability.
Malaysia’s recent infrastructure surge—highlighted by YTL’s supercomputing campus
and TM’s sovereign GPU initiatives—signals readiness to align with U.S. standards.

To capitalize on this moment, Malaysia must double down on compliance, prevent
diversion risks, and formalize regulatory safeguards that meet Bureau of Industry and
Security (BIS) expectations. This is not just about meeting export rules—it’s about
securing Malaysia’s seat at the table in the next wave of global Al leadership.

The choice is now Malaysia’s: follow the rules, earn the trust—and lead the region.
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Criticisms of Biden’'s Al Diffusion Framework

!

L ITYTITL

Overeach and Regulatory Burden

Called an extreme, one-size-fits-all rule
requiring global licensing for common Al
technology

Complexity and Implementation Challenges

Three-tier structure with caps seen as
complex, rushed, and costly to comply with

Impact on U.S. Chipmakers and Tech Industry

Feared 80% market shrinkage, harming exports
and yielding ground to foreign rivals

Allied Backlash and Limited Alignment

Tiering structure upset key allies and failed to
secure broader international cooperation

Enforcement and Efficacy Concerns

Doubts over China enforcement efficacy and
feasibility of controlling cloud access globally
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Biden's Al Diffusion Framework:
Structure & Policies

Tier Countries Access Level

, « Full Access to U.S. Al Chips
U.S & key Allies Japan,

Tier1 « Trusted defense & tech partners
UK, Korea, EU core) . . .
« Strong safeguards. Low risk of diversion

« Strategic middle ground. These
countries are considered partners but

Tierz Most Countries (Malaysia, not fully trusted.

Brazil, UAE) « Strong compliance, transparency, and
alignment with U.S. safeguards may
lead to expanded access over time

. Embargoed countries
Tier3

(Russia, Iran, China, North « Complete ban on Al chip exports
Korea, Cuba etc)

Quantitative Caps and Controls

The Diffusion Rule imposed strict export controls on Tier 2 countries to
prevent them from building large-scale Al infrastructure that could rival the
capabilities of the U.S. or its closest allies.

Cloud and Al Model Restrictions
Apart from chip controls, Biden’s rule introduced first-ever controls on Al
model outputs and cloud access

Policy Aims
« National security control of critical Al technologies
« Promotion of U.S. exports and industry competitiveness
e Geopolitical leverage via chip access incentives
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Trump'’s Proposed Al Export Control Policy:
Structure & Approach

Recission of the
Diffusion Rule

In  May 2025, the Trump
Administration rescinded the Biden
Al Diffusion Framework before it
took effect.

The policy shift replaces the rule
with a simpler system focused on
sharing Al tech with trusted
countries while blocking
adversaries.

Bilateral
Agreements &
Licensing
Trump’s  framework  enforcing
bespoke deals with individual
nations, granting via American-
designed Al chips access via
agreements.

Large Al chip supply deals expected
to be announced, exporters would
apply for licenses to sell advanced
Al hardware, with U.S. agencies
approving deals

Elimination of
Tiered Categories

The rigid three-tier system s
expected to be removed.

The new approach relies on case-
by-case export licensing and
bilateral agreements, making Al
chips a negotiable asset in trade.

Continued Focus
on Advesaries

Rescinding the Diffusion Rule does
not imply loosening controls on
China or other adversaries.

Simultaneously, Commerce
Department  tightened  certain
China-focused measures. u.s

strategy aims to isolate adversaries
through to targeted enforcement
and diplomacy via broad global
framework
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Potential Challenges & Risks of
Trump’s Approach

Challenge Area Risk Description

Lack of standardization may lead to loopholes, Chips sold to
Enforcement & Diversion  trusted nations might be re-exported to adversaries like
Risks China. Weak export enforcement in partner countries could
undermine the regime

Bilateral agreements create a patchwork of country-specific
Fragmentation for rules. Firms may face complex compliance burdens
Industry navigating multiple deal conditions, increasing costs -
especially for SMEs

Some allies may view bilateral deals as coercive (“pay to play”)
. Could undermine multilateral tech cooperation (e.g. FU
wide rules), weakening long-term alliances and creating
friction in the Global South

Diplomatic Trade-Offs

Countries may route purchases through partners or set up
Loopholes & Unintended  shell firmsin lenientjurisdictions. Negotiation focus may
Consequences shift from strategy to quota maximisation, weakening
alignmentwith U.S. tech values

Fear of U.S. deal politics may drive countries like India or the
Incentive for Tech EUto invest in local Al chip industries or adopt Chinese
Independence alternative suppliers, accelerating global Al diffusion away
from U.S. control

In summary, Trump’s approach trades the Biden framework’s overbreadth
for agility and diplomacy, but it must mitigate the enforcement pitfalls of a
looser regime. Effective monitoring, partner trust, and quick responses to
retliations
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Simpliification and Flexibility

Removes Biden’s rigid tier system and
sprawling rulebook in favour of simple ,
guidance based controls and case-by-case
licensing. This reduces bureaucracy and
avouds blanket assumptions about countries

Industry Consultation & Economic Priorities

Prioritises innovation and market access.
Designed with tech industry input. Promotes
global sales of U.S. Al products while balancing
national security, directly addressing business
concerns about overregulation.

Inclusive Approach to Allies

Expands access via bilateral deals instead of
limiting Tier 1 status to a few countries. Allies
like India and Israel states can gain full access
by pledging alignment with U.S. standards,
avoiding exclusion of parts of the Global South

Targeted Security Measures

Focuses on traceability and end-use protection
through “know your customer” rules and on-
chip tracking. Ensures Al chips don’t reach
adversaries via indirect channels. Combines
enforcement with cooperation rather than
broad bans
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Malaysia's Data Center

B 00M: Unleashing Dormant Potential

Revised U.S. export controls have opened a new chapter for
Malaysia’s rapidly expanding data center industry

v Leading tech hubs in aws.', G
Johor and Cyberjaya
~100MW 2020 to over ORACLE
Cberiaya 1,600 MW in 2030. == Microsoft
. OverUSD4Billionin
investments Google

Biden Era restrictions would have stunted Malaysian A

capabilities.

Easing GPU Caps Easing Restrictions

case-by-case basis

[@®)) '$‘ .
-+
: + Ml +
Biden caps hard Trumps approach on b/

limiton GPU a case by case basis SooMW Green  220MWAIi  TM GPU As
Imports and foraccessto Data Center Ready A Service
deployment advanced chips Campus  Campuses

Avoiding Saturation

Time to diversify
Northern Regions could serve as a new Government investment in key

hub for digital infrastructure that will infrastructuer is key to expanding Al
ease the strain inJohor and Cyberjaya capacity beyond the traiditional hubs
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Case Study: Malaysia in the Global Al Export Control

Biden-Era Framework:
Limited Al Access for Malaysia
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Jan
2025

Malaysia was classified in Tier 2
under President Biden’s
framework that imposed strict
limits on Malaysia’s access to
advanced Al hardware and
models, placing Malaysia at a

disadvanatge

Poised to Benefit: Johor and Cyberjaya

Data Center Projects

Malaysia, already experiencing a data center boom
driven investments in cloud and Al infrastructure,
especially in Johor and Cyberjaya - faced potential
underutilisation of capacity under Biden-era Al
chip limits. Under Trump’s framework, full acess to
advanced GPUs - could be a “game-changer
allowing these Al-ready centers to expand and

flourish

Landscape

Shift Under Trump’s
Bilateral Export Policy
——I1~

May
2025

S
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New U.S. administration
significant recission of Biden’s
rule and indicated its re-
placement with country-specific
agreements. Malaysia could gain
broader access to American Al
chips by agreeing to U.S.
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Geopolitical Implications of Each Approach

U.S.-China
Tech Race

Allies &
Global
Partners

Relationshi
p with
“Swing
States”

Multilateral
Control
Regimes

Biden

Biden’s framework attempts
to “choke off’ China’s access to
building blocks of Al.

Biden's revision also denies
China but through bilateral
key partners places in lower
tiers, creating high diplomatic
costs over exclusion

Biden’s policy lumped swing

states in Tier 2 limits,

potentially pushing them

toward Chinese partnerships

Biden's  unilateral

pressured allies to adopt

move

similar rules, aligned with his
bifurcation vision

37

Trump

Trump’s vision also denies Al
but through bilateral deals to
diplomatically isolate China;
loopholes could still let in Al
chips

Trump's expands access for
partners like India and Israel to
strengthen alliances,

addressing partners’ grievances

Trump's outreach offers
generous deals to swing states
in exchange for alignment,
pulls: Global South countries

closer to the U.S.

Trump's method advertises
bilateral agreements that could
weaken joint controls across
exports but incentivize broader

participation
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